IHE® EXPERIENCE 1 3

SEPTEMBER
EUROPE s

CONNECTATHON>

IHE Document Sharing using FHIR platform: 2022
Mobile Health Document Sharing (MHDS) DG

SEPTEMBER 12-16

John Moehrke — IHE IT-Infrastructure co-chair
By Light Consulting

24/10/22


https://connectathon.ihe-europe.net/ihe-europe-experience-day-2022

IHE® EXPERIENCE 'I 3

SEPTEMBER
EUROPE 2022

g J £ F
: \ z =

3

John Moehrke

24/10/22

Architect: Healthcare Informatics Standards - Interoperability, Privacy, and
Security

CyberPrivacy — Enabling authorized communications while respecting Privacy
IHE Co-Chair IT Infrastructure Planning & Technical Committee

HL7 Co-Chair Security WG, FHIR Management Group, FHIR facilitator, and
FHIR Foundation founding member

Employee of ByLight Professional IT Services -- Contractor to VHA
MyHealtheVet

JohnMoehrke@gmail.com
https://www.linkedin.com/in/johnmoehrke |

https://healthcaresecprivacy.blogspot.com

Twitter: @JohnMoehrke

Courtney's third law: There are no technical solutions to management
problems, but there are management solutions to technical problems.
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«Publication of Document based information
« Content agnostic but CDA® and FHIR® preferred

Persistence and lifecycle management of Documents, DocumentReference, and List
resources
« Enabling centralized document storage, or distributed document storage at a service identified at the source

-Patient Identity Management

. a%%%i&cglly, a golden patient identity for use within the domain, cross-reference to other identities, and lifecycle of

« Appropriate comprehensive handling of patient identity updates including merge

Participant Organizations management
« Enabling use of mCSD directory for author identity management

«Authorization management
« Consent
« User Role-Based-Access-Control (RBAC) or Attribute-Based-Access-Control (ABAC)
« Application
* PurposeOfUse

*Encryption and Integrity requirements
*Audit Log Management
Consumption side can be further refined using mXDE and QEDm
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ITI Technical Framework: vol. 3 - Section 4.0 Metadata used

in Document Sharing

Health Information Exchange: Enabling Document
Sharing Using IHE Profiles

Document Sharing Metadata Handbook

‘Template for XDS Affinity Domain Deployment
Planning
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System that
publishes
documents

HIE Central
Infrastructure

MHDS
Document
Registry

System that
consumes
documents
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MHD Document Source

IUA Authorization Client

e [M-103,

' i A [T"71]

! ! PDQm or PIXm Consumer | s [ITI-72]

| ey S ] {IT1-78) or [IT1-83) MHDS Document Registr

: L SVCM Terminology Cons. = [ITI-95] - (m-101] g Y
: | mCSD Care Serv Select Cons ') [IT1-90] -3 MHD Document Recipient

E i ATNA Secure Node/App Eh:‘-b “'”—19] and ”-”_201

; | CT Time Client :'h/l—blmq] Lyt MHD Document Responder

- System that consumes .
documents

| of \\T\'Sﬂ ] [ITI-71] Get Authorization Token
[ITI-103] Get Authorizati rver Metadata

[ITI-72] Incorporate Authorization Toke

P IUA Authorization Server

(iT1-66

E MHD Document Consumer

» IUA Resource Server

| lUA Authorization Client X 5
ishiash oA e /'| PMIR Patient Identity Consumer

or [ITI-83]

[1TI-93] Mobile
Patient Identity Feed

mCSD Care Services Selective
Consumer

CT Time Client E

-

_______________________________ CT Time Client

| SVCM Terminology Repos i ATNA Secure Node

mCSD Care Services
Selective Supplier

ATNA Secure Node/App E

Authenticate
Node

7 m-19)K ]
Authenticate
Node

[1TI-20] Record

Audit Event [ITI-20] Record

""""""""""""""""" Audit Event
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Clinical App
and user

Health Information Exchange
MHDS Registry
other FHIR Services

Configured

- Certificate Authority

- App identity

- time sync source

- HIE endpoint

- Audit Repository endpoint

| 1 Patient presents

i

App/User Authorization with OAuth (IUA) /

use this token in all the foIIowingiﬁ

2 query OAuth metadata at endpoint

3 request authorization

4 Token granted

Communication Securit

5 ATNA Secure Communicationopened

Y

Security Logging (ATNA) )/

repeat as auditable events happenbl

6 ATNA record AuditEvent details

Y

24/10/22

TLS (https)

[FHIR AuditEvent [ﬁ

Configuration

« Directory
 Time Sync
e (Code Conformance Rules

App / User Identity
« QOauth

Secure o
Communication
 TLS (https)
Audit Logging
«  FHIR AuditEvent
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Find patient identity in HIEH I

Patient Identity Lookup (PDAm / PIXm ) >

. : FHIR PatientH
7 Search for Patient by name or id or etc

8 Some set of best can be found results

9 Pick best of best Patient identity

Patient Identity Management (PMIR) /

: — FHIR Patient B]
10 Patient indicate last name change

11 Update golden Patient with new last name

>

PDQm or PIXm to lookup patient
PMIR if necessary to update the golden patient identity
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Document Discovery (MHD/ MHDS ) ) FHIR DocumentReference, ListB]
12 MHD ITI-67: are there any Medical Summary?

Query for classCode=LOINC 34133-9

Likely OnDemand Document Entry
A TesUS e
14 pick latest or OnDemand
15 MHD ITI-68 Get Medical Summary o
.16 Here is the latest Medical Summary

MHD: Document Consumer -> Document Responder
ITI-67 — Find DocumentReference

ITI-66 — Find Lists (SubmissionSets or Folders)
ITI-68 — Retrieve Document

24/10/22 10
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17 Cache monitor given Patient triggers Extractor

might be

- QEDm query

- new document published
- patient lookup

- nightly batch

- etc

Data Element

Extractor (mXDE) /

18 Extract Elements from available Documents

19 MHD ITI-67: are there any Medical Summary?
20 results
............................................................................................................................... >
loo 1l document results]
21 MHD ITI-68 Get document
2 2 results
................................................................................................................................... )

2 5 Persist new FHIR Resources

2 6 Persist Provenance for document to each Resource found (previous and new)

2 3 Decompose document content to FHIR Resources

2 4 De-Duplicate Resources to just new FHIR Resources

27 done

.r'

Quer

for Existing Data (QEDm ) i

2 8 QEDm Query for various FHIR Resources

I

Medication, MedicationStatement, MedicationRequest,

29 Query results

3 0 QEDm query

Immunization, Procedure, Encounter, Provenance

FHIR Observation, Allergylntolerance, Condition, DiagnosticReport,

31 Query results

24/10/22
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L
Codes, ValueSet and Concept Maps ( SVCM) /

3 3 Lookup codes, valuesets, or concept mapping

FHIR CodeSystem, ValueSet, ConceptMap H

3 4 use this code

Provider Directory (mCSD) /
3 5 search for oncologists for referral

FHIR Organization, OrganizationAlliation, Location,
<l HealthcareService, Practitioner, PractitionerRole, Endpoint

. 36 List of oncologists

SVCM - to retrieve commonly managed codes,
valuesets, and concept maps

MCSD - to retrieve organizational information

24/10/22 12
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Author a Referral Request 360X H

Publi

sh Document (MHD / MHDS) /

3 7 MHD ITI-65 Publish Referral Request

39 success

FHIR DocumentReference, List, Binary lﬁ

Publish new documents

Provide Patient with oncologists H

XDS-MS Discharge Summary Option or

Publish Discharge Summary B]

C-CDA Discharge Summary Option

Done with Secure Communication and token ﬁ

40 ATNA Secure Communication closed

- Many kinds of document
types profiled

- Many more possible

4 4 success

4 1 more interactions over time. . =
International Patient Summary
Publish Document (MHD / MHDS ) /
4 2 MHD ITI-65 Publish Discharge Summary -
43 persist

24/10/22
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MHDS is based on concepts learned from XDS

- Brings them all together into one Implementation
Guide

- Organizational Directory

- Patient Management (golden patient)
- Security / Privacy

- Document Management

- Alternative - Retrieve FHIR Resources
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